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Initial configuration with NAT
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How to set IP Address on Interfaces
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(3) General
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How to set DNS
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How to configure NAT
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(5) General
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(9) Action
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| New PPF Secret

Password: |test | -
Caller 1D |-
Disable
Profile: |Ei- R | +
= s e
Local Address: _: -
Remoate Address: |192.168.1.9 | & Remove
Remote |PvE Prefic [
Routes: j?
Limit Bytes In: [w
Limit Bytes Out: | |-
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Name: PPPoE Client 2SS (1 | (T (1 T2 F Client A5 connected 2|
Password: PPPoE Client password. (¥ Password 59219 & Client {5 Connected 2|

Service: 93T (V@ service BI2™ pppoe NETE FFa |

Caller ID: If% I FEF (T 9% 36T (7 3 password IR F(F BY H[a a3f6 I (@2 connect TSI AT
©& ey 3] FAE Client fTE MAC address 923 5127 3 (e NEN | AIF 949 MAC bonding o1 F&
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PO M@ | AT AMSE 2SI AT Tely ST ST (ATW1R (SfF P TR FA© &S | pppoe WO 98
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OIFIF Apply>OK F=H|

AT ST Mikrotik Router 95 ST Connected SR (A SR (ofF© 28GTH (713 3 Password FTRH
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Firewall: SR I 1T ©F (I Mikrotik Router 97 Flrewall qfMg ﬁ?‘i Rules a9 J&¥ W?‘WI Fas arsfa
AT SIS 6T @ A@F customize rules (61F FA® TGS "9 O S (@GS 2 IR FA©
E | I 5% ST Firewall rules (SfF, IERIE 8 1T FT1 7|

P S (I P9 8, 93 815 P (of T AR VYA FISHIRE (T (ST SNRfH/SARFT §5 (Y TS FHT I
o faref et <eetrer s

T winbox A7 SIRIAS Mikrotik Router 9 TR FF«| AF5F IP>Firewall>Filter Rules 4 FF FFa| 9397
Add (+) A 3% 1

Rule-1:
Chain: Input
Src Address: 203.99.15.100/30 (SITTE WAN SRS SNRIT/NR( 75)

g9 Action BT A fIE Accept NETS F& Apply>OK FF | AFH Filter Rules 9 9355 7 (ofd 2@ | 92T
AT S5 ST AISCIAE@ 3R SR I AN 79 (I ST F47 & |



Firewall Rule <203.33.15.100/30

Genersl | Advanced Exra Action  Statistics | oK |

Chain: |put [#] ||  cancel |

Src.. Address: [1203.99.15.100/30 - Aoply |

it | |~ [ Disble |

Protocol: | v || Comment |

Src. Port: | v | | Copy |

Dst Port: | v ||  FRemove |

Any. Por: | > | Reset Counters |

P2P: | 'Y | | Reset All Counters |
in. Interface: | B
Out. Interface: | v
Packet Mark: | R
Connection Mark: | B
Routing Mark: | v
Routing Table: | v
Connection Type: | v
Connection State: | v

enabled |

AT f3F T2 TN AMEF6 T (Ofd FPa ATAT ARG AR TF (A AICHIA@ T FAF | Add (+)
a7 3549, 9 F9F

Rule-2:

Chain: Input

Sre Address: 192.168.1.0/24 (STTAE LAN 97 SR )
Action: Accept

Apply>OK.

9T JPTAIF ICHIAE WAN STRIGT INRF/ART TF (A 932 ATAF LAN STRGT AR 7T (AF BT FT
E | AN TR 97 FEE (T SIS (FES ET FAT IMF (5 (IR ARG ST SO




Unauthorized IP Access (X [R5 AT SR SR 93 X B 97 AN 917 6 747 tofd Fa0© 2@ | o 3%
T SRS 3 =TT A S (FTY A2 (Y FISBNE WIS 1 FAT IF | AT IFISNEF Add (+) 4 75 T
CIEEEN

Rule-3:

Chain: Input

Src Address: ! 203.99.15.100/30

Action: Drop

Apply>OK.

Rule-4:

Chain: Input

Src Address: 1192.168.1.0/24

Action: Drop

Apply>OK



Firewall Rule <!152.168.1.0/24>

General | Advanced Bdra Action Statistics | oK |

Chain: |input ¥ | Cancel |

Sre. Address: [1]/192.168.1.0/24 N Apply |

Dst. Address: | e | Disable |

Protocal: | (v || Comment |

Src. Por: | |~ | | Copy |

Dst. Port: | | | Remove |

Any. Port; | |+ | Reset Counters |

p2p. | 7 | [ Reset Al Courters |
In. Interface: | v
Out. Interface: | R
Packet Mark: | v
Connection Mark: | v
Routing Mark: | R
Routing Table: | v
Connection Type: | | >
Connection State: | R

3@@%@3@%13%203 99.15.100/30 3% 192.168.1.0/24 SR T RIGT SVely SNRf/SRf T (AF S
FATIE A1 G AF3 I<P‘>z EROEEGERCEELICRIGEISER @TWEIT@'B‘WS brute force attack ?l'r_(EITH
RSN BRI 97 (N 55, (TESIE 97 A% (1T SR 0T (1 (116 75 o7 BIIREY

STRETT- ST (1T A0 30T 1 T ¥
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Change mac address of mikrotik router interface?

First click on New Terminal then write bellow command :

/interface ethernet set etherl mac-address=xxx
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PPTP Server and user configure
Example Diagram:

Internet
e

., *PTP Tunnd

* "PPTP Tun

*
10.1.101.1/32

Office

*
10.1.101.100/32

- -

Workstation1
10.1.101.2/24

10.1.101.3/24

‘Public:192.168.80.1/24
ocal: 10.1.101.1/24

Workstation 3
10.1.101.4/24
Workstation2


http://4.bp.blogspot.com/-qdsxD8QLlfg/UoIkxT85m7I/AAAAAAAAA58/Yw0yHsCIRP4/s1600/mac.jpg

Enable PPTP server:

[admin@MikroTik] interface pptp-server server> set enabled=yes
[admin@MikroTik] interface pptp-server server> print

enabled: yes

max-mtu: 1460

max-mru: 1460

mrru: disabled

authentication: mschap2,mschapl

keepalive-timeout: 30

default-profile: default

[admin@MikroTik] interface pptp-server server>

Create PPTP user :

[admin@RemoteOffice] /ppp secret> add name=uzzal service=pptp password=1234
local-address=10.1.101.1 remote-address=10.1.101.100

[admin@RemoteOffice] /ppp secret> print detail

Flags: X - disabled

0 name="Laptop" service=pptp caller-id="" password="123" profile=default
local-address=10.1.101.1 remote-address=10.1.101.100 routes==""

[admin@RemoteOffice] /ppp secret>

Then you can connect PPTP server using PPTP client

Source: http://wiki.mikrotik.com/wiki/Manual:Interface/PPTP - See more at:
http://mikrotiktutorialblog.blogspot.com/2012/02/pptp-server-and-user-configure-in.html#sthash.5XpOH1X4.d
puf



