| @ NORBAN-CORE -
@& Dashboard > o
NX Secu rity Fabric >
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AntiVirus

Web Filter

DNS Filter

Application Control
Intrusion Prevention
Data Leak Prevention
VolP

Web Application Firewall
FortiClient Compliance
SSL/SSH Inspection
Web Rating Overrides
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Edit Web Filter Profile

Name

| NFLWWW-ACL

Comments | Write a comment...

| 07255

@O FortiGuard category based filter

Show| O All

@ DJomaln Farking
@ Dynamic Content
@ Education

@ Entertainment

@ (Global Religion

@ Health and Wellness

@ |nstant Messaging

@ JobSearch

@ Meaningless Content

@ Medicine

@ News and Media step 3

@& Newsgroups and Message Boards
@ Personal Privacy

category based filter

Category Usage Quota €@

Apply

NFLWWW-ACL + @ i

step 2
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¥X Security Fabric > Comments | ) onss
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% Policy & Objects >

I & Security Profiles v @ ~ Business (144, &3 6) @ ~ Collaboration (268, & 10)

AntiVirus @ ~ Email (80, =7 @ ~ Game (86) @ ~ GeneralInterest (230, & 7)
Web Filter @>Mobile (3) @ - Network.Service (328) @ ~ |P2P (63)
DNS Filter © ~ | Proxy (163) @ ~ | Remote.Access (84) @ ~ | SocialMedia (121, & 31)
Application Control @ ~ | StorageBackup (173, £ 17) @~ Update (49) @ - Video/Audio (160, £ 14)
Intrusion Prevention @~ VolP (24) @ ~ Web.Client (23) @ ~  Unknown Applications
Data Leak Prevention
Volp Application Overrides
Web Application Firewall + Add Signatures | & Edit Parameters | W Delete
FortiClient Compliance

Application Signature Category Action
SSL/SSH Inspection o . N .

Q Apply
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& Network

£+ System

® Policy & Objects

& Security Profiles
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Application Control
SSL/SSH Inspection
Web Rating Overrides
Custom Signatures

& User & Device

Ll Log & Report

€ Monitor

Edit Web Filter Profile

BE s JTHTIA! LT T30 T FToual

£3- ® Unrated

O General Interest - Business

B Static URL Filter

URL Filter @O

facebook.com

youtube.com
webapps.metro-sourcing.hk
metro-sourcing.hk
metro-sourcing.cn

webapps.metro-sourcing.cn

Search | Q |

Type Action Status
Wildcard @ Block @ Enable
Wildcard @ Block @ Enable
Simple @ Allow @ Enable
Wildcard @ Allow @ Enable
Wildcard @ Allow @ Enable
Simple @ Allow @ Enable

Block malicious URLs discovered by FortiSandbox @

Web Content Filter

& Rating Options

>

Apply

NCL-HAL-BPA-Web-Gpolicy *| ©@ m

step 2 it is for Comtex all

»

Static URL Filter allow and deny
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£ System >
T2 NCL-nERP IP Range 192.168.0.100- 192.168... @ Visible 1
I B Policy & Objects
. = all Subnet 0.0.0.0/0 @ Visible 4
IPv4 Policy
Multicast Policy & autoupdate.opera.c.. FQDN autoupdate.opera.com @ Visible 26
Local In Policy I docs.google.com FQDN docs.google.com @ Visible 0
1Pv4 DoS Policy & zoogle-play FQDN play.google.com @ Visible 2
Addresses B none Subnet 0.0.0.0/32 @ Visible 0
Wildcard FQDN I swscan.apple.com FQDN swscan.apple.com @ Visible 2
Add
resses & update.microsoft.com FQDN update.microsoft.com @ Visible 2
Internet Service Database
[=] Address Group €@
Services
& HAL-HAL-BPA-ACL-.. Address Group I8 HAL-PC - @ Visible 1
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& Security Profiles > I8 HALPC1
- e - I8 HALPC2 — -
Q . 69% 29
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IPv4 Policy
Multicast Policy
Local In Policy
IPv4 DoS Policy

Wildcard FQDN
Addresses

Internet Service Database
Services
Schedules

& Security Profiles

ID Name From To Source

40 HALWWW_OUT HAL-HAL-BPA-ACL-Allow

TO-NCL-GW (port16)
FROM-NCL-CORE (port15)

FROM-NCL-CORE 15)

SW (port16)

Now NCL specific source address allow polieerisabled Il First open it and then modify address list

POLICE

1 NCL-HAL-EPA [® FROM-NCL-CORE (port15) =al

® TO-NCL-GW (port16)

® TO-NCL-GW (port16)
™ FROM-NCL-CORE (port15)

>

[ (1]
o

0 Implicit Deny O any O any

Destination

all

Schedule

o alw:



